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Overview	  of	  day	  

•  09:30	  –	  11:00	  Lecture	  1	  
– ABM,	  P2P,	  Evolu%on	  of	  Coopera%on	  

– Tags	  paper	  /	  model	  

•  11:30	  –	  13:00	  Lab	  1	  
•  14:00	  –	  15:30	  Lecture	  2	  

– Papers	  in	  P2P	  
– Tags	  model	  again	  

•  16:00	  –	  17:00	  Lab	  2	  



Who	  am	  I?	  

•  Computer	  scien%st	  (scien%st?)	  
•  Finished	  PhD	  in	  Ar%ficial	  Socie%es	  (ABM)	  in	  
Comp.	  Sci.	  Dept.	  Here	  (Essex)	  2001.	  

•  Interested	  in	  self-‐org	  so^ware,	  coopera%on,	  
ALife,	  MAS,	  ABM	  (to	  understand	  MAS),	  then	  
P2P,	  models	  of	  P2P,	  “complex	  systems”	  –	  apps.	  
file	  sharing,	  crypo.	  currency.	  

•  Perpetual	  postdoc	  –	  Essex,	  Manchester,	  
Bologna,	  Del^,	  Milton	  Keynes,	  Szeged.	  	  	  



Agent-‐Based	  Modelling	  

•  You	  already	  know	  what	  ABM	  is	  right?	  
•  A	  set	  of	  agents	  (goals,	  rules,	  programs?)	  
•  Some	  shared	  environment	  
•  Agents	  interact	  producing	  some	  outcome	  
•  Hard	  to	  predict	  outcomes	  
•  So	  run	  program(s)	  and	  see	  what	  happens	  
•  How	  does	  this	  relate	  to	  “agency”	  in	  economics	  
and	  social	  science	  more	  generally?	  



Peer-‐to-‐Peer	  systems	  (P2P)	  

•  What	  are	  P2P	  systems?	  
•  Refers	  to	  the	  “architecture”	  of	  systems	  

– Social	  architecture	  “person-‐to-‐person”	  (such	  as	  P2P	  
lending	  like	  zopa.com)	  [1st	  wave]	  

– Infrastructure	  architecture	  “node-‐to-‐node”	  (such	  as	  
P2P	  file-‐sharing	  protocol	  biforrent)	  [2nd	  wave]	  

•  Going	  to	  focus	  on	  2nd	  wave	  systems	  –	  these	  might	  
be	  viewed	  as	  self-‐organising	  so^ware	  

•  Interes%ngly	  2nd	  wave	  system	  (I	  claim)	  raise	  
interes%ng	  policy	  /	  legal	  issues.	  	  



P2P	  systems	  

•  Tradi%onal	  systems	  have	  centralised	  aspects	  for:	  
– Legal	  /	  commercial	  reasons	  (control	  /	  administra%on	  /	  
business	  model)	  

– Technical	  /	  efficiency	  reasons	  (security	  /	  ease	  of	  
implementa%on)	  

•  P2P	  (2nd	  wave)	  systems	  have	  decentralised	  
aspects	  for:	  
– Simplicity	  of	  set-‐up	  (no	  ini%al	  admin	  or	  infrastructure	  
outlay	  required)	  

– Resilience	  /	  efficiency	  (avoid	  afacks	  on	  central	  
en%%es	  /	  eliminate	  boflenecks)	  



Architecture	  

Tradi%onal	  Client	  /	  Server	   Peer-‐to-‐Peer	  

From:	  h1p://en.wikipedia.org/wiki/Peer-‐to-‐peer	  



Architecture	  mafers!	  

•  Since	  P2P	  systems	  have	  no	  central	  servers	  
– No	  central	  ownership	  or	  control	  
– No	  tradi%onal	  business	  model	  
– O^en	  open	  source	  projects	  

•  This	  has	  policy	  implica%ons	  (discuss	  later)	  
•  Also	  has	  implementa%on	  implica%ons	  

– How	  to	  ensure	  peers	  do	  the	  right	  thing?	  
– Distributed	  incen%ves,	  coopera%on	  theory	  
– i.e.	  peers	  must	  be	  programmed	  using	  some	  form	  of	  
socio-‐economic	  theory	  



Architecture	  -‐	  aside	  

•  In	  fact	  there	  is	  no	  such	  thing	  as	  a	  fully	  
centralised	  or	  fully	  decentralised	  system	  

•  It’s	  more	  of	  a	  spectrum	  

•  The	  social	  and	  technical	  aspects	  interact	  
•  There	  is	  o^en	  a	  tension	  between	  central	  /	  
decentalised	  

•  Historically,	  things	  appear	  to	  follow	  a	  cycle	  



P2P	  Terminology	  

•  So^ware	  running	  on	  user	  devices	  are	  called	  
Clients	  

•  The	  way	  the	  so^ware	  behaves	  and	  
communicates	  is	  called	  the	  Protocol	  	  

•  The	  dynamic	  connec%ons	  clients	  make	  
between	  each	  other	  forms	  what	  is	  termed	  an	  
Overlay	  Network	  

•  Clients	  communicate	  by	  passing	  messages	  
over	  the	  overlay	  network	  



Biforrent	  example	  

•  We	  are	  going	  to	  take	  a	  brief	  look	  at	  the	  biforent	  
filesharing	  protocol	  

•  Biforent	  probably	  has	  more	  ac%ve	  users	  than	  
youtube	  and	  facebook	  combined	  

•  Uses	  a	  major	  part	  of	  all	  internet	  bandwidth	  
•  Works	  by	  incen%vising	  clients	  to	  coopera%vely	  
upload	  files	  they	  download	  from	  each	  other	  

•  But	  first	  -‐	  coopera%on	  theory	  
•  Items	  in	  red	  italics	  on	  the	  following	  pages	  can	  be	  
looked-‐up	  on	  Wikipedia	  for	  good	  background	  	  



Individualism	  v.	  Collec%vism	  

•  In	  socio-‐economic	  systems	  individual	  interests	  
may	  conflict	  with	  collec%ve	  interests:	  
– e.g.	  over	  exploita%on	  of	  a	  common	  resource	  (a	  
river,	  a	  field,	  the	  atmosphere	  etc.)	  

– e.g.	  banks	  -‐	  lending	  (to	  those	  who	  they	  know	  can	  
not	  repay)	  to	  gain	  a	  commission	  by	  selling	  on	  the	  
debt	  to	  other	  banks	  

– e.g.	  P2P	  file	  sharing	  system	  -‐	  downloading	  more	  
than	  uploading	  



Individualism	  v.	  Collec%vism	  

•  Consider	  a	  P2P	  file	  sharing	  system:	  
– It	  is	  in	  the	  collec@ve	  interest	  for	  all	  to	  upload	  to	  
others	  so	  everyone	  gets	  the	  file	  quickly	  

– But	  it	  is	  in	  the	  individual	  interest	  to	  save	  
bandwidth	  by	  only	  downloading	  and	  hence	  free-‐
riding	  on	  others	  

– Free-‐riding	  (or	  free-‐loading)	  is	  a	  perennial	  
problem	  in	  P2P	  file-‐sharing	  systems	  

– Any	  efficient	  system	  needs	  to	  tackle	  it	  in	  some	  way	  



The	  tragedy	  of	  the	  commons	  

• These	  kinds	  of	  situa%ons	  have	  been	  termed	  
“commons	  dilemmas”	  or	  “common	  pool	  resource	  
dilemmas”	  

• Called	  “dilemmas”	  because	  we	  would	  all	  be	  befer	  off	  
if	  we	  “did	  the	  right	  thing”	  but	  there	  is	  an	  individual	  
incen%ve	  to	  do	  the	  wrong	  thing	  

• G.	  Hardin	  (1968)	  summarized	  the	  issue	  in	  his	  famous	  
paper:	  “The	  Tragedy	  of	  the	  Commons”	  

• These	  kinds	  of	  situa%ons	  occur	  in	  P2P	  file-‐sharing	  
systems	  like	  BitTorrent	  



Avoiding	  a	  commons	  tragedy?	  

•  Central	  enforcement	  of	  correct	  behaviour	  

– require	  centralised	  agencies	  and	  policing	  
– ability	  to	  iden%fy	  and	  track	  individuals	  centrally	  
– not	  suitable	  for	  pure	  P2P	  (but	  used	  with	  private	  trackers)	  

•  Decentralised	  methods	  

– self-‐policing	  producing	  incen%ves	  for	  coopera%on	  
– do	  not	  require	  centralised	  coordina%on	  
– more	  suitable	  for	  pure	  P2P	  

– can	  apply	  ideas	  from	  “game	  theory”	  



What	  is	  game	  theory?	  

•  A	  way	  to	  mathema%cally	  analyse	  games	  assuming	  
we	  know:	  
– number	  of	  players	  
– possible	  moves	  they	  can	  make	  (strategies)	  
– outcome	  of	  game	  based	  on	  players	  moves	  (pay-‐off)	  

– desirability	  of	  game	  outcomes	  for	  each	  player	  (u%lity)	  



What	  game	  are	  you	  playing?	  

•  Games	  can	  be	  categorised	  into	  two	  types:	  

1)  Zero-‐sum	  games	  
– when	  one	  player	  wins	  another	  loses	  
–  summing	  the	  final	  u%li%es	  of	  players	  =	  0	  
–  e.g.	  poker,	  chess,	  monopoly	  etc.	  

2)	  Non-‐zero-‐sum	  games	  

–  u%li%es	  do	  not	  always	  sum	  to	  zero	  
–  both	  players	  may	  lose	  or	  both	  may	  win	  

–  considered	  to	  capture	  social	  /	  economic	  reali%es	  
–  e.g.	  tragedy	  of	  the	  commons	  examples	  



Capturing	  a	  commons	  tragedy	  with	  a	  
simple	  game	  

•  Consider	  a	  game	  composed	  of	  two	  players:	  
– each	  player:	  

•  has	  choice	  of	  one	  move	  (C	  or	  D)	  

• makes	  a	  single	  move	  then	  the	  game	  ends	  

•  does	  not	  know	  how	  the	  other	  will	  move	  
•  gets	  a	  payoff	  (or	  u%lity)	  based	  on	  how	  they	  moved	  and	  how	  
the	  other	  player	  moved	  

– for	  certain	  payoff	  values	  this	  game	  can,	  minimally,	  
capture	  a	  form	  of	  commons	  tragedy	  (or	  dilemma)	  

– a	  classic	  such	  game	  is	  called	  the	  Prisoner’s	  Dilemma	  
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The	  Prisoner’s	  Dilemma	  -‐	  
“payoff	  matrix”	  
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The	  Prisoner's	  Dilemma	  -‐	  example	  games	  

Players => P1 P2 P1 P2 P1 P2 P1 P2 

Moves => C C C D D C D D 

Payoffs => R R S T T S P P 

Values => 3 3 0 5 5 0 1 1 

Total => 6 5 5 2 

A	  contradic%on	  between	  collec%ve	  and	  individual	  
interests	




Game	  theory	  says	  defect!	  

•  Game	  theory	  assumes	  players	  are:	  

– ra%onal	  -‐	  afempt	  to	  maximise	  their	  u%lity	  
– selfish	  -‐	  don’t	  care	  about	  the	  other	  guy	  
– knowledgeable	  -‐	  have	  complete	  informa%on	  
– clever	  -‐	  have	  unlimited	  computa%onal	  %me	  

•  Given	  these	  assump%ons	  it	  can	  be	  proved:	  

– agents	  will	  select	  equilibria	  where	  no	  player	  will	  improve	  
by	  changing	  strategy	  unilaterally	  

– many	  games	  have	  such	  equilibria	  -‐	  by	  the	  famous	  John	  
Nash	  (so-‐called	  Nash	  Equilibrium	  -‐	  NE)	  

–  the	  NE	  for	  the	  PD	  is	  DD	  (all	  defect)	  



Iterated	  Prisoner’s	  Dilemma	  

•  Previous	  example	  “one-‐shot”	  PD	  but:	  

– real	  world	  interac%ons	  o^en	  repeated	  
– might	  meet	  the	  guy	  you	  just	  ripped-‐off	  in	  the	  future	  

– allows	  for	  more	  complex	  sequence	  of	  strategies	  based	  on	  
past	  interac%ons	  with	  others	  

– can	  punish	  someone	  tomorrow	  for	  defec%ng	  against	  you	  
today	  -‐	  “the	  shadow	  of	  the	  future”	  

•  Iterated	  PD	  (IPD)	  captures	  this	  and,	  as	  we	  will	  see,	  maps	  well	  
onto	  P2P	  file-‐sharing	  protocols	  like	  BitTorrent	  	  



What	  is	  the	  ra%onal	  thing	  to	  do	  in	  the	  
IPD?	  

•  Tradi%onal	  game	  theory	  has	  trouble	  here:	  
– coopera%ve	  equilibria	  exist	  in	  infinitely	  repeated	  games	  
but	  not	  in	  finite	  games	  of	  known	  length	  

– many	  equilibria	  exist	  and	  it	  is	  not	  clear	  which	  one	  would	  
be	  chosen	  by	  ra%onal	  agents	  

–  In	  all	  cases	  defec%on	  on	  every	  round	  is	  s%ll	  a	  equilibrium	  
even	  when	  coopera%ve	  equilibria	  exist	  

•  For	  these	  reasons	  Robert	  Axelrod	  (poli%cal	  scien%st),	  in	  the	  
late	  70’s,	  decided	  to	  find	  out	  what	  kinds	  of	  strategies	  worked	  
well	  in	  the	  IPD	  by	  using	  computer	  simula%on	  



Axelrod’s	  Tournament	  -‐	  programs	  as	  
strategies	  

•  Axelrod	  organised	  an	  open	  IPD	  tournament:	  
– Academics	  were	  asked	  to	  submit	  programs	  (BASIC	  or	  
FORTRAN)	  that	  would	  play	  the	  IPD	  against	  each	  other	  

– Nobody	  knew	  compe%tors	  code	  
– The	  only	  input	  would	  be	  the	  on-‐going	  past	  history	  of	  the	  
game	  (a	  string	  of	  C’s	  and	  D’s)	  

– The	  aim	  was	  to	  get	  the	  highest	  score	  (u%lity)	  based	  on	  
round-‐robin	  playoffs	  between	  all	  pairs	  of	  programs	  

– Axelrod’s	  aim	  was	  to	  see	  which	  programs	  did	  best	  against	  
all	  the	  others	  and	  understand	  why	  

– He	  wrote-‐up	  his	  results	  in	  the	  famous	  book	  “the	  evolu@on	  
of	  coopera@on”	  



Axlerod’s	  Tournament	  -‐	  
what	  happened?	  

•  Basic	  results	  were:	  
– many	  strategies	  were	  submifed	  (complex	  and	  simple)	  
–  the	  one	  with	  the	  highest	  overall	  score	  turned	  out	  to	  be	  
simple:	  @t-‐for-‐tat	  (TFT)	  or	  “look	  back”	  

– starts	  playing	  C,	  then	  “looked	  back”	  at	  the	  last	  move	  made	  
by	  opponent	  and	  copied	  that	  move	  

– submifed	  by	  Psychologist	  Anatol	  Rapoport	  

– didn’t	  “win”	  against	  each	  strategy	  but	  did	  befer	  overall	  on	  
average	  against	  all	  strategies	  

– TFT	  mechanism	  an	  example	  of	  “reciprocal	  
altruism”	  (Robert	  Trivers)	  



What	  has	  this	  got	  to	  do	  with	  
BitTorrent?	  

•  In	  the	  BitTorrent	  protocol:	  
– TFT-‐like	  method	  used	  for	  sharing	  files	  
– nodes	  form	  groups	  interested	  in	  a	  par%cular	  file	  (swarms)	  
and	  swap	  or	  “barter”	  pieces	  with	  each	  other	  

–  if	  a	  node	  does	  not	  upload	  data	  then	  this	  can	  be	  compared	  
to	  defec%on	  

–  it	  is	  punished	  in	  the	  future	  by	  being	  “choked”	  -‐	  not	  geung	  
upload	  from	  others	  

– even	  if	  you	  hack	  your	  client	  to	  be	  selfish	  the	  chances	  are	  
the	  standard	  TFT-‐like	  protocol	  will	  do	  befer	  overall	  

– Bram	  Cohen	  -‐	  original	  BT	  designer	  -‐	  inspired	  by	  Axelrod’s	  
tournaments	  (I	  believe)	  



Some	  BitTorrent	  Terminology	  

•  Swarm:	  set	  of	  peers	  interested	  in	  a	  file	  

– file	  is	  split	  in	  smaller	  chunks	  called	  pieces	  
– seeder:	  holds	  a	  full	  copy	  of	  the	  data	  
–  leecher:	  holds	  only	  a	  part	  of	  the	  data	  (ini%ally	  nothing)	  

•  Tracker:	  centralized	  (!)	  manager	  

– keep	  track	  of	  all	  peers	  in	  the	  swarm	  

– return	  list	  of	  current	  peers	  in	  swarm	  
•  Torrent	  file:	  meta-‐data	  

– contains	  pointer	  to	  tracker	  hos%ng	  the	  swarm	  
– details	  about	  the	  file	  -‐	  hash,	  no.	  of	  pieces,	  size	  etc.	  



BitTorrent	  Protocol	  
•  Get a list of other peers in the swarm from the tracker 
•  Ask peers their list of pieces and tell them what is yours 
•  Exchange pieces with appropriate peers 



The	  Global	  Ecology	  of	  BitTorrent	  
Clients	  

•  Many	  bi1orrent	  clients	  exist	  in	  “the	  wild”	  
– Biforrent	  6	  (from	  Biforrent.com,	  formally	  utorrent)	  
– Others:	  Azureus,	  ABC,	  Transmission,	  many	  others…	  
– bad	  guy	  clients:	  BitThief,	  BitTyrant	  

•  Hence:	  
– The	  current	  biforrent	  ecosystem	  is	  a	  global	  on-‐going	  
experiment,	  like	  Axelrod’s,	  but	  with	  huge	  user	  base	  and	  
rich	  interac%ons	  (not	  just	  TFT)	  incredible	  strategy	  
sophis%ca%on	  

– This	  is	  unprecedented	  and	  will	  surely	  lead	  to	  new	  
economic	  theory	  –	  (perhaps	  in	  general!)	  



BitTorrent Clients 



Take	  home	  message	  

•  Previous	  work	  in	  social	  /	  economic	  science	  
(Axelrod’s	  IPD)	  has	  provided	  a	  basis	  for	  
protocol	  design	  in	  a	  P2P	  system	  

•  Deployed	  variants	  of	  the	  protocol	  are	  crea%ng	  
a	  massive	  global	  economic	  experiment	  

• Measurements	  can	  be	  made	  and	  these	  could	  
inform	  new	  theory	  and	  new	  protocols	  	  
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From	  swarms	  to	  collec%ves	  

Where	  we	  start	  to	  see	  things	  that	  look	  a	  bit	  like	  “real	  
economics”	  emerge	  



Communi%es	  have	  formed	  around	  
BitTorrent	  Trackers	  



Public	  Trackers	  (e.g.	  PirateBay)	  

•  BitTorrent	  uses	  Trackers	  to	  index	  swarms	  

•  Public	  trackers	  let	  anyone	  join	  or	  create	  a	  swarm	  

•  Sharing	  within	  a	  swarm	  is	  incen%vised	  via	  a	  form	  
of	  %t-‐for-‐tat	  (as	  we	  have	  seen)	  

•  However	  there	  is	  no	  incen%ve	  for:	  
•  Seeding	  (uploading	  a^er	  file	  is	  downloaded)	  
•  Capping	  (crea%ng	  and	  injec%ng	  a	  new	  file)	  
• Maintaining	  a	  Tracker	  in	  the	  first	  instance	  



Private	  Trackers	  (Many)	  

•  Private	  Trackers	  have	  emerged	  more	  recently	  
•  Only	  allow	  registered	  users	  to	  join	  swarms	  
•  May	  track	  upload	  /	  download	  of	  each	  user	  
•  Some	  keep	  centralised	  accounts	  for	  each	  user	  

• When	  users	  download	  much	  more	  than	  upload	  they	  
may	  be	  kicked	  out	  

• Many	  different	  schemes:	  ra%o,	  credits,	  points	  etc	  

•  Some	  rely	  on	  users	  to	  just	  be	  nice	  with	  various	  
“gentleman's	  club”	  methods	  



A	  lifle	  detail	  on	  credit	  systems	  

• We	  will	  give	  a	  lifle	  detail	  on	  credit	  systems	  in	  
private	  BT	  communi%es	  

•  Give	  a	  flavour	  of	  how	  economic	  /	  collec%ve	  
issues	  are	  becoming	  significant	  

•  Present	  results	  from	  a	  simple	  (agent-‐based)	  
model	  and	  some	  measurements	  of	  a	  real	  
private	  tracker	  



Private	  Trackers	  -‐	  Credit	  

•  Consider	  a	  scheme	  based	  on	  credits	  
– Uploading	  1MB	  earns	  one	  credit	  

– Downloading	  1MB	  costs	  one	  credit	  
– A	  user	  with	  no	  credits	  can’t	  download	  

•  Users	  must	  be	  given	  some	  ini%al	  credit	  

•  In	  fixed	  size	  pop.	  total	  credit	  remains	  constant	  

•  Similar	  to	  a	  fixed	  supply	  of	  money	  in	  an	  
economy	  (loose	  analogy!)	  



Private	  Trackers	  -‐	  Credit	  

•  How	  much	  credit	  should	  be	  put	  into	  the	  system?	  
•  How	  would	  it	  effect	  the	  efficiency	  of	  the	  system?	  

• When	  do	  credit	  squeezes	  occur?	  

•  How	  can	  they	  be	  avoided?	  

We	  define	  a	  credit	  squeeze	  as	  a	  situa@on	  in	  which,	  
due	  to	  lack	  of	  credit,	  the	  efficiency	  of	  the	  system	  is	  

significantly	  reduced.	  	  



BitCrunch	  Model	  

•  Highly	  abstract	  and	  simplified	  model	  
– All	  nodes	  have	  equal	  upload	  /	  download	  
– Equally	  interested	  in	  all	  swarms	  on	  the	  tracker	  
– Always	  uploading	  to	  one	  swarm	  (seeding)	  
– Always	  downloading	  from	  another	  swarm	  (leeching)	  
– No	  modelling	  of	  %t-‐for-‐tat	  or	  free-‐riding	  
– Always	  online,	  fixed	  popula%on	  
– If	  run	  out	  of	  credit	  (broke)	  must	  wait	  un%l	  earns	  some	  
via	  upload	  before	  being	  allowed	  to	  download	  

– Swarms	  assumed	  to	  share	  upload	  “perfectly”	  



BitCrunch	  Model	  –	  baseline	  runs	  

•  Parameters:	  
– 500	  peers,	  100	  swarms	  

– Peer	  upload	  and	  download	  capacity	  =	  1	  unit	  
– Each	  file	  shared	  in	  each	  swarm	  =	  10	  units	  size	  
– One	  simula%on	  cycle	  =	  each	  swarm	  processes	  one	  
unit	  of	  %me	  

– Run	  for	  20,000	  cycles	  (x10	  runs)	  
– For	  ini%al	  credit	  per	  peer	  of	  1,	  10	  and	  100	  units	  



Typical	  basline	  simula%on	  run	  
Ini%al	  Credit	  =	  100	  



Baseline	  simula%on	  results	  

C	  =	  ini%al	  credit	  
T	  =	  total	  throughput	  =	  total	  number	  of	  units	  uploaded	  as	  propor%on	  of	  
maximum	  possible	  (infinite	  credit)	  
B	  =	  propor%on	  of	  nodes	  that	  are	  “broke”	  (zero	  credit)	  
G	  =	  Gini	  measure	  (simple	  measure	  of	  inequality	  of	  credit)	  
Phi	  =	  turnover	  of	  top	  10%	  of	  peers	  ranked	  by	  credit	  (credit	  mobility)	  



Unequal	  capaci%es	  runs	  

•  To	  determine	  what	  happens	  when	  some	  
nodes	  of	  different	  upload	  capaci%es	  

•  Parameters	  (same	  as	  baseline	  runs	  but):	  
– All	  peers	  download	  capacity	  =	  10	  units	  
– 10%	  of	  peers	  upload	  capacity	  =	  10	  units	  
– 90%	  of	  peers	  upload	  capacity	  =	  1	  unit	  
– Examined	  a	  (1.5	  credit)	  seeding	  bonus	  approach	  to	  
dynamically	  introduce	  more	  credit	  into	  the	  system	  



Typical	  unequal	  capaci%es	  run	  	  
Ini%al	  Credit	  =	  100	  



Unequal	  capaci%es	  simula%on	  results	  

C	  =	  ini%al	  credit	  
T	  =	  total	  throughput	  =	  total	  number	  of	  units	  uploaded	  as	  propor%on	  of	  
maximum	  possible	  (infinite	  credit)	  
B	  =	  propor%on	  of	  nodes	  that	  are	  “broke”	  (zero	  credit)	  
G	  =	  Gini	  measure	  (simple	  measure	  of	  inequality	  of	  credit)	  
Phi	  =	  turnover	  of	  top	  10%	  of	  peers	  ranked	  by	  credit	  (credit	  mobility)	  
100++	  indicates	  ini%al	  credit	  of	  100	  with	  1.5	  credit	  seeding	  bonus	  



Observa%ons	  

Even	  in	  a	  trivial	  model	  where	  all	  peers	  have	  the	  
same	  capaci@es	  and	  user	  behaviour,	  all	  swarms	  
have	  equal	  popularity	  and	  all	  peers	  start	  with	  
equal	  credits,	  the	  performance	  of	  the	  system	  

may	  be	  inhibited	  by	  credit	  shortages	  



Observa%ons	  

Adding	  extra	  capacity	  to	  the	  system,	  in	  the	  form	  
of	  upload	  and	  download,	  can	  actually	  reduce	  the	  
performance.	  This	  is	  highly	  counter	  intui@ve	  and	  
something	  that	  should	  be	  avoided	  because	  it	  

implies	  lack	  of	  scalability.	  



Observa%ons	  

By	  injec@ng	  new	  credit	  into	  the	  system	  in	  the	  
form	  of	  a	  ``seeding	  bonus’’	  a	  credit	  squeeze	  can	  

be	  ameliorated	  when	  peer	  capaci@es	  are	  
unbalanced.	  



Sta%s%cs	  from	  a	  Private	  Tracker	  

Approx.	  50,000	  peers	  per	  day,	  10,000	  swarms,	  
access	  to	  credit	  balances	  of	  top	  10%	  

T	  =	  throughput	  in	  TB	  over	  all	  swarms	  
Delta	  =	  total	  credit	  increase	  that	  day	  in	  the	  en%re	  system	  
Delta0	  =	  total	  credit	  increase	  for	  top	  10%	  of	  peers	  
Delta	  =	  minimum	  frac%on	  of	  credit	  increase	  that	  goes	  to	  top	  10%	  of	  peers	  
S/L	  =	  seeder	  to	  leecher	  ra%o	  over	  all	  swarms	  



Sta%s%cs	  from	  a	  Private	  Tracker	  

•  Indicates	  “rich	  geung	  richer”	  since	  top	  10%	  
are	  geung	  a	  lot	  of	  the	  new	  credit	  

•  High	  Seeder	  /	  Leecher	  ra%o	  sugges%ve	  that	  a	  
credit	  squeeze	  is	  happening	  for	  many	  

•  But	  need	  more	  informa%on	  to	  verify	  this	  

• Would	  be	  interes%ng	  to	  see	  what	  happened	  to	  
throughput	  if	  there	  was	  a	  “free	  day”	  or	  
seeding	  bonus	  was	  increased	  



Conclusions	  

•  Private	  trackers	  using	  “ra%o	  enforcement”	  
policies	  appear	  to	  be	  ad-‐hoc	  and	  various	  

•  But	  can	  have	  drama%c	  effects	  on	  efficiency	  

•  Too	  much	  credit	  could	  encourage	  free-‐riding	  

•  Too	  lifle	  creates	  squeezes	  =	  lower	  efficiency	  

•  These	  are	  just	  ini%al	  inves%ga%ons	  
• Much	  more	  work	  needs	  to	  be	  done!	  



Take	  home	  message	  

•  Communi%es	  formed	  around	  trackers	  provide	  an	  on-‐
going	  global	  socio-‐economic	  experiment	  

•  Self-‐organisa%on	  of	  socio-‐economic	  structures	  in	  
measurable	  forms	  

•  Ideas,	  models	  and	  theories	  from	  socio-‐economics	  
may	  inform	  and	  learn	  from	  this	  

•  Such	  communi%es	  so	  strong	  don’t	  be	  surprised	  if	  
they	  start	  influencing	  the	  “real	  world”	  (e.g.	  the	  
PirateParty)	  
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What	  are	  we	  trying	  to	  do?	  

Where	  we	  ask	  “what	  is	  a	  socially	  intelligent	  
ICT	  system?”	  



COSI-‐ICT	  (ASSYST)	  

•  Complex	  Systems	  Science	  for	  Socially	  
Intelligent	  ICT	  

•  Cluster	  of	  four	  IPS:	  
•  Qlec%ves,	  Epiwork,	  Socionical,	  Cybermo%ons	  

•  ASSYST	  is	  an	  associated	  CA	  -‐	  ac%on	  for	  the	  
science	  of	  complex	  systems	  and	  socially	  
intelligent	  ICT	  

•  hfp://www.assystcomplexity.eu/	  



Basic	  Ques%ons	  from	  Jeff	  Johnson	  

1. What	  is	  ICT-‐enabled	  social	  intelligence?	  
2. What	  theories	  exists	  on	  social	  intelligence?	  

3.  Are	  there	  engineering	  principles	  for	  crea%ng	  
social	  intelligence	  systems?	  



1.	  What	  is	  ICT	  enabled	  social	  
intelligence?	  

First	  let’s	  ask:	  

What	  is	  Social	  Intelligence?	  



What	  is	  social	  intelligence?	  

Answer	  

It	  is	  the	  opposite	  of:	  

AnBsocial	  stupidity	  



What	  is	  social	  intelligence?	  

•  What	  is	  meant	  by	  intelligence?	  
– doing	  the	  right	  thing	  to	  achieve	  goals	  given	  the	  
informa%on	  at	  hand	  (reason)	  

– learning	  from	  experience	  in	  order	  to	  improve	  
performance	  (adapta%on	  /	  learning)	  

•  What	  is	  meant	  by	  social?	  
– some	  popula%on	  of	  intelligent	  en%%es	  (agents)	  
– agents	  cooperate	  to	  achieve	  their	  goals	  
– goals	  of	  agents	  may	  or	  may	  not	  conflict	  
– interac%ons	  restricted	  by	  spa%al,	  temporal	  and	  
informa%onal	  constraints	  -‐	  may	  be	  dynamic	  



What	  is	  social	  intelligence	  

•  Feedback	  mechanisms:	  
– individual	  (micro)	  to	  collec%ve	  (macro)	  

– collec%ve	  (macro)	  to	  individual	  (micro)	  

•  Leading	  to,	  emergent,	  “collec%vely	  good”	  
outcomes	  
– Adam	  Smith	  called	  it	  the	  “hidden	  hand”	  in	  the	  
context	  of	  markets	  

– Many	  mechanisms	  other	  than	  markets	  



1.	  What	  is	  ICT	  enabled	  social	  
intelligence?	  

•  Social	  intelligence	  in	  which:	  
– ICT	  plays	  a	  significant	  role	  in	  social	  media%on	  
– The	  agents	  are	  users	  and	  possibly	  computa%onal	  
agents	  and	  services	  

– enables	  the	  emergence	  of	  “collec%vely	  good”	  
outcomes	  through	  e.g.:	  

•  Fostering	  coopera%on	  (incen%ves)	  
•  Conflict	  resolu%on	  (norms,	  rules,	  policing)	  
•  “Fair”	  and	  “produc%ve”	  alloca%on	  of	  resources	  
•  Filtering	  out	  “bad”	  adapta%ons	  and	  spreading	  “good”	  
adapta%ons	  



2.	  What	  theories	  exists	  on	  social	  
intelligence?	  

•  EvoluBonary	  theory:	  reciprocal	  altruism,	  kin,	  
group	  and	  cultural	  group	  selec%on	  
– How	  +ve	  social	  behaviors	  /	  strategies	  /	  norms	  emerge	  
through	  evolu%onary	  processes	  

•  Common	  pool	  resource	  theory:	  Ostrom’s	  CPRG	  
– How	  people	  govern	  common	  resources	  collec%vely	  
and	  produc%vely	  

•  Social	  contract	  theory:	  Rawls’	  “Theory	  of	  Jus%ce”	  	  
– Using	  reason	  to	  derive	  just	  social	  norms	  /	  laws	  that	  
others	  subscribe	  to	  ra%onally	  

•  Economics,	  markets,	  peer	  producBon,	  symbolic	  
interacBonism,	  enthnomethodology…	  



3.	  Engineering	  principles	  for	  crea%ng	  social	  
intelligence	  systems?	  

•  Ac%ve	  research	  area	  we	  focus	  on	  in	  QLec%ves	  
•  Socially	  inspired	  design	  paferns	  for	  P2P:	  

– Direct	  reciprocity	  (e.g.	  TFT	  in	  BitTorrent)	  
– Indirect	  reciprocity	  (e.g.	  credit	  /	  points	  systems)	  
– Group	  selec%on	  (e.g.	  evolving	  communi%es)	  
– Altruis%c	  punishment	  (e.g.	  self-‐policing)	  

•  See	  QLec3ves	  deliverable	  D2.1.1	  for	  details	  on	  
www.qlec%ves.eu	  	  



Elinor	  Ostrom	  1990	  	  
Ostrom	  idenBfies	  eight	  "design	  principles"	  of	  stable	  local	  common	  pool	  resource	  

management:	  

1.  Clearly	  defined	  boundaries	  (effec%ve	  exclusion	  of	  external	  unen%tled	  par%es);	  

2.  Rules	  regarding	  the	  appropria%on	  and	  provision	  of	  common	  resources	  are	  
adapted	  to	  local	  condi%ons;	  

3.  Collec%ve-‐choice	  arrangements	  allow	  most	  resource	  appropriators	  to	  par%cipate	  
in	  the	  decision-‐making	  process;	  

4.  Effec%ve	  monitoring	  by	  monitors	  who	  are	  part	  of	  or	  accountable	  to	  the	  
appropriators;	  

5.  There	  is	  a	  scale	  of	  graduated	  sanc%ons	  for	  resource	  appropriators	  who	  violate	  
community	  rules;	  

6.  Mechanisms	  of	  conflict	  resolu%on	  are	  cheap	  and	  of	  easy	  access;	  

7.  The	  self-‐determina%on	  of	  the	  community	  is	  recognized	  by	  higher-‐level	  
authori%es;	  

8.  In	  the	  case	  of	  larger	  common-‐pool	  resources:	  organiza%on	  in	  the	  form	  of	  
mul%ple	  layers	  of	  nested	  enterprises,	  with	  small	  local	  CPRs	  at	  the	  base	  level.	  



User	  Models	  

•  We	  need	  realis%c	  models	  of	  how	  users	  behave	  
when	  embedded	  within	  given	  ICT	  systems	  

•  A	  priori	  theore%cal	  models	  tend	  not	  work	  –	  users	  
rarely	  behave	  “ra%onally”	  in	  the	  sense	  of	  
maximising	  some	  simple	  u%lity	  

•  Empirical	  measurements	  suggest	  its	  complex	  –	  
heterogeneous,	  adap%ve,	  but	  progress	  can	  be	  
made	  

•  Need	  large-‐scale	  deployments	  /	  measurements	  –	  
an	  empirical	  /	  experimental	  approach	  



Rawls’	  "veil	  of	  ignorance"	  approach	  

•  assume	  we	  wish	  to	  specify	  the	  kind	  of	  society	  
that	  is	  just	  and	  good	  

•  but	  we	  stand	  outside	  the	  society	  and	  don't	  
know	  what	  role	  we	  ourselves	  would	  play	  
– we	  are	  ignorant	  of	  what	  endowments,	  knowledge,	  
capaci%es	  and	  posi%on	  we	  would	  hold	  

•  what	  rules	  /	  norms	  would	  we	  accept	  as	  just	  
and	  fair?	  i.e.	  what	  would	  we	  accept	  as	  
“collec%ve	  good”	  



Designing	  a	  socially	  int.	  system	  

•  We	  wish	  to	  specify	  the	  requirements	  of	  a	  system	  that	  
will	  structure	  interac%on	  between	  peers	  

•  the	  protocol	  could	  run	  on	  diverse	  devices	  with	  diverse	  
goals,	  capaci%es	  and	  user	  behaviour	  

•  but	  we	  need	  1	  billion	  users	  of	  the	  system	  to	  make	  it	  a	  
success	  (and	  get	  rich)	  

•  What	  collec%ve	  goals	  will	  we	  define	  such	  that	  many	  
different	  devices	  and	  users	  would	  accept	  and	  run	  it?	  
•  “do	  no	  evil”?	  or	  “make	  the	  world	  a	  befer	  place”?	  or	  “from	  
each	  according	  to	  his	  abili%es	  to	  each	  according	  to	  his	  
need”?	  



Replacing	  the	  banks….	  



Tragedy	  of	  the	  financial	  commons	  

•  Some	  examples:	  
– Individual	  bank	  creates	  excessive	  credit	  through	  lax	  
loans	  that	  can	  be	  securi%sed	  and	  sold	  on	  (to	  another	  
bank)	  

– Asset	  bubbles	  transfer	  wealth	  from	  the	  majority	  to	  the	  
minority	  

– State	  debases	  the	  coin	  via	  prin%ng	  money	  

•  Two	  broad	  responses:	  
– More	  central	  control	  –	  Hobbsian	  Leviathan	  
– Less	  central	  control	  –	  Efficient	  markets	  



Some	  financial	  func%ons	  

•  Value	  transfer	  
•  Credit	  crea%on	  
•  Value	  storage	  
•  Exchange	  of	  services	  and	  products	  
•  Quality	  money?	  



Alterna%ve	  

•  Possible	  emerging	  alterna%ve:	  	  
– Radically	  decentralise	  systems	  that	  support	  
financial	  func%ons	  

– Use	  emerging	  trends	  in	  distributed	  informa%on	  
systems	  

– Alterna%ve	  economic	  /	  coopera%on	  theories	  



Emerging	  trends	  in	  info.	  systems	  

•  Over	  recent	  years	  a	  number	  trends	  have	  
emerged	  within	  informa%on	  systems:	  
– social	  networks	  (facebook,	  LinkedIn)	  
– peer	  produc%on	  (wikipedia,	  open	  source)	  
– peer-‐to-‐peer	  systems	  (BitTorrent)	  

– virtual	  currencies	  (second	  life,	  farmville,	  BitCoin)	  
– cheap	  mobile	  devices	  connected	  to	  global	  
networks	  



Alterna%ve	  coopera%on	  theories	  

•  Bofom-‐up	  forms	  of	  altruism	  and	  trust	  
– group	  selec%on,	  migra%on	  

•  Reciprocity:	  
– direct,	  indirect,	  network	  

•  Others:	  
– affinity,	  reputa%on,	  altruis%c	  punishment	  	  



Some	  on-‐going	  projects	  

•  P2P	  lending	  (lend/borrow	  directly)	  
• Members	  banks	  (become	  a	  bank)	  

• Money	  free	  economies	  (eliminate	  money)	  

•  P2P	  money	  (create	  your	  own	  money)	  



Elimina%ng	  banks	  /	  interest	  

•  Zopa	  –	  P2P	  lending	  system	  without	  a	  bank.	  
Nonlocal,	  becoming	  successful	  

•  JAK	  Bank	  –	  Members	  bank	  controlled	  by	  and	  
for	  only	  the	  members.	  Eliminates	  interest.	  
Highly	  local	  







Elimina%ng	  money	  

•  CouchSurfing	  –	  people	  freely	  share	  spare	  
accommoda%on	  all	  over	  the	  world.	  Global	  and	  
ac%ve	  

•  Freecomony	  –	  people	  freely	  share	  anything	  
(generally	  localised)	  







P2P	  money	  

•  Using	  a	  social	  network	  of	  trusted	  friends	  
•  Each	  person	  can	  apply	  a	  credit	  level	  to	  each	  link	  
in	  any	  monetary	  unit	  

•  Payments	  between	  nodes	  (value	  transfer)	  
involves	  the	  system	  finding	  a	  route	  of	  credit	  
between	  nodes	  

•  Depends	  on	  trust	  and	  enough	  back-‐to-‐back	  
transfers	  to	  balance	  over	  %me	  

•  Compare	  to	  Hawala	  system	  and	  other	  “informal	  
value	  transfer”	  IVT,	  systems	  





P2P	  Money	  

•  Currently	  know	  of	  no	  widely	  used	  deployed	  
system	  (but	  BitCoin	  gaining	  ground)	  

•  Bootstrapping	  problem	  -‐	  possible	  way	  forward:	  
– Create	  a	  p2p	  virtual	  currency	  in	  a	  virtual	  game	  world	  
with	  exis%ng	  social	  networks	  

– Take	  detailed	  measurements	  and	  collect	  data	  
– See	  if	  it	  works	  and	  produce	  models	  

– If	  successful	  grow	  the	  currency	  outside	  the	  virtual	  
game	  



BitCoin	  

•  P2P	  fully	  distributed	  crypto-‐currency	  
•  Distributed	  database	  of	  all	  transac%on	  
(transparency)	  

•  Various	  an%-‐afack	  mechanisms	  

•  No	  central	  control	  =	  should	  be	  hard	  to	  shutdown	  
•  New	  coins	  issued	  in	  a	  controlled	  and	  distributed	  
way	  

•  Seems	  to	  be	  in	  a	  specula%ve	  bubble	  right	  now	  



Quality	  money	  

•  Subjec%ve	  ra%ng	  =	  objec%ve	  quality?	  
•  In	  a	  given	  community:	  

– if	  enough	  people	  believe	  a	  unit	  of	  exchange	  is	  high	  
quality	  they	  will	  accept	  it	  for	  payment	  

– then	  it	  is	  high	  quality	  
– But,	  you	  can	  only	  fool	  all	  of	  the	  people	  some	  of	  
%me…	  



Let	  1000	  experiments	  bloom	  

•  Given	  a	  sufficient	  ecology	  of	  financial	  
commons	  systems	  (avoiding	  a	  financial	  
monoculture)	  

•  Individuals	  can	  “vote	  with	  their	  feet”	  
migra%ng	  to	  those	  that	  are	  of	  high	  quality	  

•  Hence	  even	  “ra%onal”	  behaviour	  could	  drive	  
quality	  rather	  than	  driving	  it	  out	  

•  Tiebout	  (1956),	  Hayek	  (1978)	  



Bits	  and	  bats	  

•  Some	  le^over	  slides	  that	  might	  be	  interes%ng	  



Trends	  

•  Recent	  trends	  
– Peer	  Produc%on	  (wikipedia,	  open	  source)	  
– Social	  Networks	  (facebook)	  
– Peer-‐to-‐Peer	  (P2P)	  systems	  (biforrent,	  skype)	  

•  Related	  themes	  
– Communi%es	  not	  individuals	  (social)	  
– Sharing,	  giving,	  social	  produc%on	  without	  tradi%onal	  
economic	  incen%ves	  

– New	  kinds	  of	  “commons”	  new	  kinds	  of	  tools	  for	  
managing	  those	  commons	  


